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DS-Lite/LW46 — No |IP Aggregation

1 000 000s of Subscribers

10 000s Hostroutes

100s “Interior” prefixes

“10s exterior prefixes”

: e === 1000 000s of
Ise¥ele)\\| DS-Liteor LW46
Tunnel endpoints



MAP Exploits IPv6 Aggregation

1 000 000s of Subscribers

10 000s Hostroutes
100s Interior prefixes

10s Exterior prefixes

I 10s of MAP Rules
and no CGN




MAP 3-Step Tutorial

@ IPv6 to IPv4+Port Mapping
(2 Stateless Border Relay

@ Packet Flow and Forwarding



D IPv6 — IPv4 + Port Mapping

IPv6 Delegated Prefix (e.g., /X)

N
4 A

Size = X bits (provisioned) Y-Z=a

2001:0DB8:00 /X 01010101 111000  Subnet-ID Interface ID

0 Mapping Domain Prefix X “EA Bits” Y 64 (fixed)

Z bits (provisioned) f 32-Z=b 6 (fixed) a-b= c\ 10-c

130.67.1/Z 01010101 | >0 111000  XXXX

. 6 16
0 IPv4 Prefix z IPv4 Suffix sz 0 0 Port Set ID o

- AN
Y + Y

IPv4 Address Port




D IPv6 — IPv4 + Port Mapping

IPv6 Delegated Prefix (e.g., /56)
AN
4 I

Size = 42 bits (provisioned) 56-42 = 14

2001:0DB8:00 /42 01010101 111000 | Subnet-ID Interface ID

0 Mapping Domain Prefix 42 “EA Bits” /56 64 (fixed)
24 bits (provisioned) f32—24 =8 6 14-8 = 6\ 4 F:_r th_IS Example' o
0 IPvd Prefix 24 s surm 32 0 T o per IPv4 Address
N NG ) Ports 0-1023 skipped,
Y * Y each CPE gets
IPv4 Address Port 216/26 - 24 = 1008 ports

One IPv4 /24 serves
2(6*8)=~ 16,384 (vs.=256)
subscribers
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@ MAP Simulation Tool

C' [ 6lab.cisco.com/map/MAP.php

TIr MAP Simulation Tool (beta) —
CISCO.

( Add a new MAP rule | Paste previously saved set of rules here.
[ Remove all MAP rules [

( Load rules from text |

[ Save rules to text [

[ Create a link to these rules [

Rule 0

| Delete | | Advanced | | Example |

/56
po | ammessoo M (N, Y e 064
IPv4 : Port _ = . P(s.? . 256 IPv4 addresses, 65536 users, 240 ports each (1:256)

In order to help us understand how this tool is being used and to improve it in the future, it will periodically save anonymous usage information
for analysis. This does NOT include your IP address or any other information not needed by the tool itself. If you wish, you may override this by
unchecking the box below.

« Data collection is currently on.

MAP Simulation tool created by Arthur Lacoste of Cisco Systems based on this IETF draft.
A quick video tutorial for this tool is available on youtube.
Please send comments, bug reports, and other feedback to : map46-tool-feedback|atlexternal.cisco.com Last updated: 6/19/2012



% MAP Calculator - Android A

€« (o] B https://play.google.com/store/apps/details?id=map.calculator&hl=en

+You Search Images Maps Play YouTube News Gmail More ~

h.

SHOP

> Google play

MAP Calculator

Cisco IPv6 Project

Users who viewed this also viewed

IP calculator (IPv4 and IPv6)

NOIR.DE
* % K K (97)
Free

IP calculator (Samsung)
NOIR.DE

* % % % ¥ (20)

Free

IP Network Calculator
ORBITINGPLUTO

J J H K ¥ (455)

Free

Shooter
SEANKNDY

J J H H % (1,046)
$9.99

Users who installed this also installed

4

ipv4 Subnet Calculator
NULLSETZ

* % % % ¥ (33)
Free

Ultimate Pinout

v N
Signin ¥

Search

MY MUSIC MY BOOKS MY MAGAZINES MY MOVIES & TV MY ANDROID APPS

Q+1 1

2 Tweet

Description

MAP Calculator is a tool designed to help you deal with MAP (Mapping Address and Port),
IETF's last IPv4 - IPv6 stateless tunneling solution. The spec for MAP is being edited by the
Softwire Working Group and is available here : http://datatracker.ietf.org/doc/draft-ietf-

ABOUT THIS APP

RATING:
softwire-map/ * % % k k
2)
MAP Calculator features : UPDATED:

- Immediately understand how IPv6 and IPv4+Port are mapped thanks to an intuitive sune 20,2012

graphical representation CURRENT VERSION:
Got a fosling of the fraderffe throtak 1.00

REQUIRES ANDROID:
4.0 and up

Visit Developer's Website »  Email Developer »

CATEGORY:
Tools

INSTALLS:
50-100

App Screenshots

SIZE:
91k

PRICE:
Free

CONTENT RATING:
Everyone

User Reviews  Write aReview >

No fans or critics yet? Be the first!

5 star 2 Average rating:
4 star |0

3 star |0 5- 0

2 star |0 T

1 star |0 2



[ cisco MAP Calculator for iPh

&« C'  [J itunes.apple.com/us/app/cisco-map-calculator/id561121079?mt=8 k. ¢
ITU neS PreVleW What's New What is iTunes What's on iTunes iTunes Charts How To
CiSCO MAP Calculator View More By This Developer

By Cisco

Open iTunes to buy and download apps.

Description

MAP Calculator allows you to quickly visualize different layouts of the address space partitioning for the MAP port
mapping algorithm

Cisco MAP Calculator Support »

Screenshots iPhone | iPad

will BASE 7 19:08 3 95%

View In iTunes

This app is designed for
both iPhone and iPad

Free

Category: Business
Released: Sep 17, 2012
Version: 1.0

Size: 0.6 MB

Language: English

Seller: Cisco

© 2012 Cisco Systems, Inc.
All Rights Reserved.

Rated 4+

Requirements: Compatible with
iPhone 3GS, iPhone 4, iPhone
4S, iPhone 5, iPod touch (3rd
generation), iPod touch (4th
generation), iPod touch (5th .
generation) and iPad. Requires Customer Reviews

i0S 5.1 or later.

haji Y% % %%
by Haji Danger

Customer Ratings good work



(2 Stateless Border Relays

- Handle traffic to/from a given MAP domain
- Reachable via anycast, “built-in” load-balancing

- Each MAP rule is similar to a single LW46 entry,
but MAP rules allow for aggregation

 Processed inline with normal IP traffic (at least
on Cisco’s ASR9IK)

- Scales according to traffic and number of rules
only, not number of users or number of users per
rule



3 Packet Flow and Forwarding

MAP

@ |IPv4 + IPv6 25 —0 BR (—-0 Ingress IPv4 Traffic
€N pva+ 1P —

- o——> Egress |IPv4 Traffic
€N pva+ 1P BR

Native IPv6 Infrastructure

- IPv4 follows IPv6 routing within a domain (traffic
destined to another subscriber does not traverse
the BR)

- All other traffic sent via anycast to any MAP BR

- Forwarding is handled either by double
translation (MAP-T) or encapsulation (MAP-E)



Forwarding (Encapsulation, MAP-E)

MAP IPv4

Private IPv4
P # NAPT 44 ‘ Address and [l Er:;?/% in
ﬁ (WIALGs) Port to IPv6

iy oo F="1
Forward IPv4 - Mapping <:| Decap IPv6 =

=




Forwarding (Translation, MAP-T)

MAP IPv4 Replace IPv4

Private IPv4
/\\ # AP A ‘ Address and I:> Header with
ﬁ e Port to IPv6 IPv6 Header

IPv4 - - Recreate @ ==
Forward IPv4 IPv4 Header Decap IPv6 '

=




Encapsulation or Translation — Boils down to 20 bytes

MAP MAP

e

CE Native IPv6 Infrastructure

Transport

|Pv4 Transport

Transport

Transport

|Pv4 |Pv4

IPv6 PV6

Link Link Link

MAP-E MAP-T

Link




Encapsulation or Translation — Boils down to 20 bytes

MAP « Prigjdp the last IETF, the softwires
@ Wﬁ wedged with entrenched

pa n all sides of MAP-T/E vs
& ST P 4 hbate

lation:

== el

CE Native IPv6 Infrastructure Wellrunderstood, simple, transparent,

same as stateful dual-stack lite

Transport - Translation:

Native IPv6 ACLs and DPI functionality
P Lo ot masked by IPv4 header. NAT64

code reuse. Feels like “Real IPv6.”

IPv6 IPv6

IPv4

: beeenad 4rd-U: Somewhere between T and E
Link Link

<~ Arguments gravitate towards
MAP-E

MAP-T speculation about what future IPv6

deployments will require and what
feature availability will be




Evolution of MAP in the IETF
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“MAP” or “MAP'T and MAP_E!J r)
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Standardizing MAP

- MAP-E will be published as a Standards Track RFC

« MAP-T and 4rd will likely be published as
Experimental or Informational (TBD)

- There have been various interop tests from multiple
vendors™*

**Cisco has ASR1K, ASR9K, and Linksys
MAP demonstration code available for you
to see, and will begin shipping by the end
of this year)



In Sum:

 You must have deployed IPv6 to @
use any of this

- MAP has very attractive scaling
properties vs. DS-Lite or LW46

- The IETF has converged on a single
Standards Track solution (MAP-E),

commercial products are arriving
now




